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1 SYMPTOM who complains? what fails?

2 HYPOTHESIS one sentence + a NUMBER (AND result / prefix / wildcard range)

3 TEST one command that proves it

4 FIX one command

5 VERIFY same test as 1 — plus show access-lists counters for ACL faults

addressing -> ipconfig / ipconfig /all -> AND with mask -> show ip route (C lines,
masks)

IPv6 -> ipconfig (global vs link-local) -> show ipv6 interface brief

ACL -> show access-lists (counters!) -> show ip interface <if> (Inbound /

Outgoing access list)

DY NIPNN NNDWN TR NINT :[IWRIN |IN2N 191900 NWIYY NINDWN WYY

NYADY 2IW'NN — NI2IND NIYpPnN .2

PC-B 192.168.10.130 / 255.255.255.128 gateway 192.168.10.1

AND: .130 & .128 -> network .128 gateway .1 is in .0/25 -> NOT my network ->
no exit
R1 Go/e/1 10.0.12.1 /24 R2 Go/o/0 10.0.12.2 /30
C 10.0.12.0/24 vs C 10.0.12.0/30 -> link up/up, ping works, OSPF never forms

(mask mismatch)

PC-C 2001:db8:acad:2::10/64 R1 2001:db8:acad:1::1/64
prefix acad:2 != acad:1 -> ping6 link-local OK, ping6 gateway fails

290NN R'N MY [prefixes | v - NIDON MY - NNYIN :DN50N NWIYY NIYPN WY
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[1" 201 DINDN — J'll')i)n 3

R1# show access-lists
Standard IP access list 10
10 deny 192.168.10.0, wildcard bits ©0.0.0.255 (@ matches) <- only one line:
implicit deny any kills everything
Extended IP access list 101
10 deny tcp 192.168.20.0 0.0.0.15 any eq www (3 matches) <- 0.0.0.15 = .0-.15
only. PC .50 is not covered
20 permit ip any any (812 matches)

R1# show ip interface go@/0/1
Outgoing access list is 101 <- OUT on the LAN side
= packets INTO the LAN. wrong direction
Inbound access list is not set
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3) [any eq www][deny tcp 192.168.20.0 0.0.08.15] — [show access-lists|:MIWNRI NP'T2 .2

((matches
yYin2 .50 ,0"192 .5 N2IMdN .15.-0 :N12mnd 16 = 0.0.0.15 AD0NN .3
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By JV MINN - [show access-1lists].X [979T — .50 NIND'N .6

15-0 = 0.0.0.15 :1YWN2 190NN [wildcard] = 'DION PON' - N2AWAN

NN'D2 D'PTI2 DNNY 199 729 NND — D'Y'an

790N DY NMYWN .11V KD D21y W 1YY [up/up ] W'D .1

NYWN XD YWY D21V NIDWN DY [ fe8e -0 [ping6 ) .2

?D'120N "IW NIV [HTTP] [matches | 0 DV [deny] .3

?N1IP NN [deny ] — NNN MY DY 4
?0.0.0.255 ?ni2imMd> nnd = 0.0.0.15 .5

NPTI2 R'N NII2YN TR .NPINNN 21N pwnnn Sy nd'wn 6
?N1PONN NNI[AND -1 NN .0/25. NW1-NN2 /25 NdONI 130 N2IND DY 7

pWnn Yy 1D NN NTIPD IT'N .8

NIT-NOPN 6 - . - NI2IND — 17 NIYPN NTAYND — ATI2Y AT

[ACL] NIPN 502 'MNN/1I9 DIINE,NIYWN 7021900 DY NIIN2IRN NIYPN WY :nNonNn

phwinw 25w YD nno —Han

?NNDWN IT'N :TNR 929 — NIYNN D'I'NONN NWW .D'WAI XY [wi7-broken.pkt] INND []




ACL- VLSM, IPv6 - m>pn n7avn

21N [IPv6 -2 [ipconfig] - (NIDONI C) D'2N12 [show ip route]-[AND]- NINN 912 N12Ind [

[.show ipv6 interface brief]

[ACL] DY PWNN 229 [show ip interface]: (DINN DY IP'NVYN) [show access-lists]{ACL] []

((ACL]-2 D1IN +) NIN'N = [IP'N - NP'T2 —» 190N DY NIYWN .N9202 NIV :nIpN 935 O
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[.Troubleshoot Connectivity Issues|17.7.7 (NIYN) [

NIRXINN DIYN

(NTIPD VYD) NI'NT - NNV - 2W'N NODOY DD | #
4 3 2 1:nimnown | 1
6 5
1199 [show access-lists| | 2

:D2II'D — [show ip interface] | 3

NHpNN6NhaL | 4

“INN [show access-lists] | 5
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